
Two-Factor Authentication ivari.ca - Frequently Asked Questions 
 

Question Answer 

What is Two-Factor Authentication (TFA)? TFA provides two different ways to verify your 
identity before letting you access sensitive client 
information. This method can be retrieving a code 
from a text or email, or using a supported 
authenticator app.  
 

Why do we need to have TFA on ivari.ca? Adding this extra layer of security on ivari.ca makes it 
harder for cybercriminals to access confidential client 
data. With TFA, you can safely and securely access 
client data, tools and ivari applications from virtually 
any device, anywhere. 
 

Who needs to set up TFA when logging into 
ivari.ca? 

Advisors and Distributors will be prompted to set up 
TFA when they log into ivari.ca. 
*Internal users who access ivari.ca through VPN will 
not be affected by this set up process. 
 

Do I need to set up the TFA process right away?
     

You will also have the option to skip the setup 
process for a limited time. After that time, the setup 
process will be mandatory for 90 days after TFA is 
launched. 
 
*Internal users will need to set up TFA immediately. 
 

What are the options for setting up TFA? You can set up TFA by text, email or Authenticator 
app. It is recommended that you set up more than 
one authenticator option as backup.  
 

If I choose the Authenticator app for the TFA 
set up, can I pick any app?   

No, there are three Authenticator apps that are 
supported. If you choose this method, please use one 
of these three apps: 

1) Twilio Authy 
2) Google Authenticator  
3) Microsoft Authenticator 

*The passcode on the authenticator app will 
reset automatically, and the app will indicate 
that the passcode will change soon. 

 
If I chose the email option to set up my TFA, 
can I use any email address? 

No, please use a different email address than you 
used to sign on to ivari.ca 
*Please check your Spam email if you don’t receive 
the email. It is recommended that you add ivari.ca as 
a Trusted Sender. 
 

If I have problems with the TFA setup, who can 
I contact? 

If you have any issues with the setup process for TFA, 
please refer to the job aid, or call Customer Service at 
1-800-846-5970, Monday to Friday, between the 
hours of 8:00am to 7:00pm. 
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If the passcode sent via email or text has 
expired, what should I do?  
 

Press the “Resend code” option on the screen. The 
code will be valid for only 6 minutes. 

If I choose a device as a “trusted” device for 7 
days, how do you change this? 

Please use the “Revoke all” option under the 
“Devices you trust” option. 
 

What happens if I lose access to my email or if I 
have lost my phone, or my cell phone number 
has changed? 

It is always recommended to choose more than 
one TFA option, in case of emergency. 
If this occurs, and you do not have a backup 
option, please call Customer Service at 1-800-846-
5970. 
 

 

  


