e-Signature eligibility and

acceptance criteria

Use this process for New Business forms outside of ivari 360, Inforce Business* and Contracting.

For more information about using e-signatures go to: https://ivari.ca/resources/fag/forms-and-guides/

Eligibility criteria for client Adopted/Pre-formatted e-signatures

To process the transaction all these criteria must be met — otherwise it will be returned.

1. Adopted/pre-formatted e-signatures are only accepted if the transaction is initiated by the advisor of record.
Must use one of the following tools** for electronic signatures:

DocuSign °OneSpon AdobeAcrobatSign @sign »¢ Dropbox Sign  KaiGeny

3. Asecure signature and confirmation must be displayed on the document.

4. Withdrawal, Cancellation, Surrenders, Transfers to other institutions (investment products) or Banking changes
these requests must use recipient authentication or identity verification process. This does not include Term
Cancellations and Surrenders with No Value. For example, most vendors offer:

e Access Code Authentication: The customer must receive and enter a valid access code that is provided to them
by the Advisor.

e [dentity Verification (phone authentication): The customer must authenticate their identity using their phone
number. The customer has the option of receiving a code to their phone number via a text message (SMS) or
phone call.

5. For the above transactions, an audit/summary page of the electronic signature end-to-end process must be attached
with the electronically signed document. The audit/summary must include the date and time of each signature, IP
address and email addresses of those signing.

DocuSign: Add an Access Code OneSpan: Add authentication Adobe Acrobat Sign: Add a

for a Recipient. Follow these for a Recipient. Follow these Signing Password for a Recipient
steps from DocuSign. steps from OneSpan. follow these steps from Adobe.

Eligibility criteria for client Draw e-signatures

To process the transaction all these criteria must be met - otherwise it will be returned.

Client “draw” e-signatures are accepted if the transaction is initiated by either the advisor or the customer.
Use of an electronic signature tool from any vendor is accepted.
A drawn e-signature must be comparable to the one ivari has on file.

MW

Attach an audit/summary page of the electronic signature end-to-end process if provided by the vendor.

*E-signatures are not accepted for a Change of Beneficiary transaction in the following provinces: Yukon, Northwest Territories, Nunavut, Saskatchewan,
Nova Scotia, and PEI. For these provinces, a wet signature is required.

**All trademarks and logos belong to their respective owners. They are shown here for illustrative purposes only and do not imply affiliation with ivari.
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https://ivari.ca/resources/faq/forms-and-guides/
https://ivari.ca/resources/faq/forms-and-guides/
https://support.docusign.com/s/document-item?language=fr&rsc_301=&langSet=1&bundleId=gav1643676262430&topicId=iuh1578456525756.html&_LANG=frfr
https://support.docusign.com/s/document-item?language=fr&rsc_301=&langSet=1&bundleId=gav1643676262430&topicId=iuh1578456525756.html&_LANG=frfr
https://www.onespan.com/fr/support/esignature/demande-esignatures
https://www.onespan.com/fr/support/esignature/demande-esignatures
https://helpx.adobe.com/ca_fr/sign/using/adobesign-authentication-password.html
https://helpx.adobe.com/ca_fr/sign/using/adobesign-authentication-password.html

Appendix — DocuSign

—— Add an access code and download summary -
Aa A
.. Docusign eSignature for Senders - Recipients ( ‘i‘
1. Add arecipient to a new document. -
Add an Access Code for a Recipient
2. Select CUSTOMIZE and then select Add access code. -
3. Enter an access code using alphanumeric and special 1. Add a recilent o @ new document
CharaCterS. The COde requirements for your account 2.Select CUSTOMIZE and then select Add access code.
H H 3.Enter an access code using alphanumeric and special characters. The code requirements for your account
are listed below the entry field. s —
Name * # NEEDSTOSIGN ¥  CUSTOMIZE v
4. Provide the code to your recipient. You can relay the Aoy gl ]
code in any way that you wish, such as by phone or in e —
a separate email communication. However, do not R A
include the code in the document message, as this
would reduce the security value of the code. ook e
5. When you send your document, the recipient must -
provide the access code to open the document. e pa o

How to attach the audit/summary page of the electronic signature end-to-end process. It must be attached with the
electronically signed document.

To download the required documents:

e Open the “manage” tab on DocuSign’s website

e Press the “download” button

e Then choose “Certificate of Completion” in the pop-up window
e Then “DOWNLOAD”

DocuSign example of an authentication DocuSign example of an authentication
. .
with an access code with SMS
- %
Signer Events Timestamp
o X e Evénements de signataire Signature Horodatage
= Resent: 4/5/2022 10:24:43 AM D \dp-sin™ b 4 Envoyée: 14/09/2022 16:58:35
Security Level: Email, Account Authentication . Viewed: 4/6/2022 10:06:53 AM s s Consultée: 14/09/2022 19:20:24
). Access Code Signed: 4/6/2022 10:07:18 AM = Sk ) -
Signature Adoption: Pre-selected Style reau de sécurité: E-mail, Authentification Signée: 14/09/2022 19:21:35
Signed by link sent to tw-gm mm=alberta com compte (aucune), Authentiication
Haing 1> Address: Sélection d'une signature : Ecrit sur un apparei
Electronic Record and Signature Disclosure: En utilisant l'adresse IP:
Not Offered via DocuSign
ey . T—— Sent: 4/6/2022 10:07:23 AM
Craig@jmm=iesenfinancial.ca E Viewed: 4/6/2022 10:08:03 AM i\mmsls,,‘?"mmm
A e " Signed: 4/6/2022 10:10:40 AM Transaction: 260CF9351EF009049191E3ETBF1AOCSC
RS- Résulat réussi
Signature Adoption: Pre-selected Style
(Sengﬂu:)!y Levol: Email. Account Authentication Slopedby ok sentio i ? Y:: ';‘,;m, TeleSign
vsina P Address Effectude: 14/0012022 19:20.09
Téiéphone: +

For help with how to Add an Access Code for a Recipient follow these steps from DocuSign.



https://support.docusign.com/s/document-item?language=en_US&rsc_301&bundleId=gav1643676262430&topicId=iuh1578456525756.html&_LANG=enus

Appendix - OneSpan

Add authentication and download summary

A

i

How to add an access code for a recipient.

After adding your documents and recipients to a transaction, click the gear icon in the Recipients area of the page. A
dialog box will appear. Click ‘Authentication’. Here are two methods of authentication for e-signature that OneSpan offers.

1. Email Authentication: Email authentication is the standard security option OneSpan Sign uses to verify your recipient’s
identity. The identity of your intended signer is verified using their secure name and password when logging into their
email account. The signer simply clicks the link to access the document they need to sign.

2. SMS Authentication: SMS authentication allows you to verify your signer’s identity by a secure SMS passcode sent
to their mobile phone number. The recipient must enter the SMS code to access the transaction and complete the
signing process.

How to attach the audit/summary page of the electronic signature end-to-end process. It must be attached with the
electronically signed document.

e From the Transactions tab on your home page, download the documents using the individual download buttons.

e Both the Electronic disclosures and Summary documents must be downloaded and submitted

OneSpan example of documents by SMS

Example of
sending by
SMS

r“““ﬂ EMTIIGUT e Doe

FI30-Agr T8 14 3430 [OMTE] GWT  Jutve Dew
{

Audit Trail:

Date and Time Recipient Action Document Other |

2020-Apr-28 14:34:11 (GMTZ) GMT John Doe Sent SMS N/A Phone Number: + |
1

-

2020-Apr-28 14:34:24 (GMTZ) GMT John Doe SMS N/A
Authentication

OneSpan example of documents by questionnaire

2022-May-18 20:06:45 (GMT-07:00)  |Fabwrss: Fand Successful IN/A
POT Question And
Answer
%them:lcaticn
2022-May-
POT
Date and Time Recipient  |Action Document |IP Other
2023-Mar-14 14:40:43 (GMTZ) GMT (= L == |Question And IN/A (e ]
— Answer
Authentication
2023-Mar-14 14:40:44 (GMTZ) GMT ¥ Signing Session  |N/A L= = = |Signing session
For Recipient for recipient:
] Y@
gmail.com(Baias
2023-Mar-14 14:40:57 (GMTZ) GMT [l e m Accept Electronic I =  |Approval:
Disclosures and 80989333-090¢-
ig 4ca4-b705
Consent 6072d115249f
2023-Mar-14 14:40:57 (GMTZ) GMT  |mmmmssssmr  |Confirm Electronic 1= 9
Disclosures and
Signatures
Consent

For help with OneSpan, review these resources.


https://www.onespan.com/support/esignature/requesting-esignatures
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Appendix — Adobe Acrobat Sign

Set a signing password for authentication with Adobe Acrobat Sign. This method requires a recipient to enter a password
that the agreement’s sender provides. Passwords as a security method are well understood and easily adopted by recipients

who might find more complex authentication methods daunting.

] For help with this process, review these resources from Adobe Acrobat.

€l

How to attach the audit/summary page of the electronic signature end-to-end process. It must be attached with the

electronically signed document.

e From your home page, click on the Account tab, then on Global Settings in the left pane

e Inthe Attach audit report to documents option, click on Attach current audit report to documents when downloaded

from the Manage page.

An audit trail showing “set a password to protect the signed document” will not be accepted. This password is applied
—— after the document is signed.

Adobe Acrobat Sign example of a valid password authentication

Y Document created by Casey Jones
11/16/2018 - 11:43:56 PM GMT- IP address: 192.150.10.202
11/16/2018 - 11:43:59 PM GMT

Y Email viewed by Himalia (himalia@jupiter.dom)
11/16/2018 - 11:44:53 PM GMT- IP address: 192.150.10.202

@ Himalia (himalia@jupiter.dom) entered valid password.
11/16/2018 - 11:44:59 PM GMT

s Document e-signed by Himalia (himaka@)jupiter.dom)

11/16/2018 - 11:45:20 PM GMT

"GlobalCorp Client Services Agreement" History

£ Document emailed to Himalia (himalia@jupiter.dom) for signature

Signature Date: 11/16/2018 - 11:45:20 PM GMT - Time Source: server- IP address: 192.150.10.202

@ Notification of signed document emailed to Himalia (himalia@jupiter.dom) and Casey Jones

Adobe Acrobat Sign example of authentication with phone identity

™ Document created by Casey Jones
11/19/2018 - 6:02:22 PM GMT- IP address: 192.150.10.202
11/19/2018 - 6:02:25 PM GMT

Y Email viewed by Lysithea (lysithea@jupiter.dom)
11/18/2018 - 6:03:00 PM GMT- IP address: 192.150.10.202

XXx-1212
11/18/2018 - 6:09:00 PM GMT

%5 Document e-signed by Lysithea (lysithea@)jupiter.dom)

11/18/2018 - 6:09:10 PM GMT

"GlobalCorp Client Services Agreement" History

£ Document emailed to Lysithea (lysithea@jupiter.dom) for signature

@ Lysithea (lysithea@jupiter.dom) verified identity with phone authentication using the phone number +X XXX-

Signature Date: 11/19/2018 - 6:09:10 PM GMT - Time Source: server- IP address: 192.150.10.202

@ Notification of signed document emailed to Lysithea (lysithea@jupiter.dom) and Casey Jones

For help with this tool, review these resources from Adobe Acrobat.



https://helpx.adobe.com/ca/sign/config/send-settings/auth-methods/signing-password.html
https://helpx.adobe.com/ca/support/sign.html
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Appendix - iGeny

No action is required because the summary of the electronic signature
process is automatically attached to the signed documents.

iGeny example of the summary

SIGNATURE ELECTRONIQUE

2021-12-21 19:09:32 UTC Sainte Angele e monnolr , Ge

—~) chagasanagnotma.com

Par sMS envoye

2021-12-21 183018 UTC Levs, o
Signé
I strecOns@Ner net

Par sMS envoye

2021-12-21 213100 UTC Ste-Angese-oe-Monnoi , G
Signé

& N mttteta g gl cOM

- Par SMS envoye

Appendix — eZsign

Attach the audit/summary page of the electronic signature end-to-end process.
This must be attached with the electronically signed document.

EZsign example of the summary

Audit Log - Creation
Date and Time Signatory Action 1P Details

2024-03-07 14:40:40 EST| Paula *etie Logln 99.79.108.56  [Logged In from 1P 99.79.108.56

2024-03-07 14:44:03 EST| Paula ¥ gson Upload 99.79.108.56
2024-03-07 14:45:45 EST| Fasely "sim sl E-mail (Send) 99.79.108.56 zer:‘“ {0 Danista i p.m v S @gmail.
2024-03-07 14:45:57 EST| P 8¢ 5 Log In 99.79.108.56
2024-03-07 14:46:20 EST| | it 5 Valid Code Entry 99.79.108.56  |Question secréte : Saisie de réponse valid
2024-03-07 14:46:20 EST) Lm0 Authentication 99.79.108.56  |Validated by Security Question
2024-03-07 14:46:30 EST| [ mmein 0 Signature 99.79.108.56 Ei:.],l:’;:";mls "Block_1921_demoez" in
2024-03-07 14:46:32 EST| Lot 2 Consultation 99.79.108.56  |Page Number: 2
2024-03-07 14:46:34 EST] T 8y 5 Signature 99.79.108.56 ngg'c‘!i;’“'s "Block_1923_demoez" in
2024-03-07 14:46:36 EST| P 181 5 Consultation 99.79.108.56  [Page Number: 3
2024-03-07 14:46:38 EST) st 5 Signature 99.79.108.56 Fa‘;d NEEE B I0CK 1920 temmpes i
20240307 14:46:39 EST) | mriin 11 E-mail (Send) 99.79.108.56 f’z“(g’l;'i"z) “ benhamalex35@gmail
2024-03-07 14:46:41 EST| Lo ' Consultation 99.79.108.56 |Page Number: 1
2024-03-07 14:46:59 EST| iy fen Log In 99.79.108.56
2024-03-07 14:47:03 EST| e n B Code Sending 99.79.108.56 (;;i& envoyé par SMS (514) "
2024-03-07 14:47:41 EST] Pl "sim s E-mail (Send) 99.79.108.56 :;" 10 Alex Bt bermbneie <3 5@gmail.
2024-03-07 14:47:54 EST) s i Code Sending 99.79.108.56 P(Lg%el envoyé par SMS (514) -8
2024-03-07 14:48:06 EST) wien o Valid Code Entry 99.79.108.56  |Code saisi: 03321
2024-03-07 14:48:06 EST| = Authentication 99.79.108.56 |Validated by SMS: (514) s st
2024-03-07 14:48:15 EST| s B Signature 99.79.108.56 FL*L‘;L‘!‘:""S “Block (1922 demoez?in
2024-03-07 14:48:17 EST| e Ben Consultation 99.79.108.56  |Page Number: 2
2024-03-07 14:48:43 EST] s Bk Log In 99.79.108.56
2024-03-07 14:48:46 EST) s i Code Sending 9979.108.56  [Code envoyé par SMS (1) 2. tr
2024-03-07 14:49:00 EST| i m Valid Code Entry 99.79.108.56  |Code saisi: 79758
2024-03-07 14:49:00 EST) s o Authentication 99.79.108.56 | Validated by SMS: (514) " s

For help with this tool, review these resources from eZsign.

A

A


https://documentation.ezmax.com/article.php?id=706
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Appendix - Dropbox Sign

Attach the audit/summary page of the electronic signature end-to-end process.
It must be attached with the electronically signed document. The Dropbox audit trail
must show recipient authentication by entering an access code, SMS or phone identity.

For help with this tool, review these resources from Dropbox Sign.

¢ I||II

This material contains information from third-party sources. Examples given are for illustrative purposes only; ivari provides the information “as is” and
ivari does not warrant the accuracy, completeness, or timeliness of the information contained. Questions relating to the e-Signature tool should be

directed to its respective provider. For your convenience, links to third-party sites have been provided, ivari makes no representations about these sites
and access by you is at your own risk.

ivari® and the ivari logos are trademarks owned by ivari Holdings Inc.
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https://faq.hellosign.com/hc/en-us/categories/200353538-Dropbox-Sign



